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Transport services and protocols
.

<+ provide logical communication
between app processes
running on different hosts

transport protocols run in
end systems

" send side: breaks app
messages into segments,
passes to network layer

" rcv side: reassembles
segments into messages, Z transport

networ

passes to app layer , data Ik

physical
% more than one transport
protocol available to apps

= Internet;: TCP and UDP

K/
0’0
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Transport vs. network layer

+ network layer: logical
communication
between hosts

< transport layer:
logical
communication
between processes
" relies on, enhances,

network layer
services

- household analogy:

|2 kids in Ann s house sending
letters to |2 kids in Bill s
house:

» hosts = houses
» processes = kids

% app messages = letters in
envelopes

+ transport protocol = Ann
and Bill who demux to in-
house siblings

» network-layer protocol =

postal service
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Internet transport-layer protocols

I. bI . d application
% re I.a e, IN-order Q;ettan s
dEIlvery (TC P) & g : physic p———
" congestion control T ), N =
hysical O
* flow control = 9, s
" connection setup N :
. < , g netW(_)rk %
< unreliable, unordered B v 1)
delivery: UDP deta ink
. . e y/SiCall
» no-frills extension of YT
“best-effort” IP IR e
% services not available: —

" delay guarantees
" bandwidth guarantees

d

ation

networ
data link
physical

Transport Layer 3-4




UDP: User Datagram Protocol [RFC 768]

% “nofrills,” “bare bones” «» UDP use:
Internet transport = streaming multimedia
protocol apps (loss tolerant, rate
+ “best effort” service, sensitive)
UDP segments may be: = DNS
" |ost = SNMP
" delivered out-of-order + reliable transfer over
to app UDP:

< connectionless:

" no handshaking
between UDP sender,
receiver

" each UDP segment
handled independently
of others

= add reliability at
application layer

= application-specific error
recovery!
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TC P: Ove rVieW RFCs: 793,1122,1323, 2018, 258

% point-to-point:
® one sender, one receiver
<+ reliable, in-order byte
steam:

" no “message
. »
boundaries

<+ pipelined:
= TCP congestion and

flow control set window
size

< full duplex data:

» bi-directional data flow
In same connection

= MSS: maximum segment
size
< connection-oriented:

* handshaking (exchange
of control msgs) inits
sender, receiver state
before data exchange

<+ flow controlled:

= sender will not
overwhelm receiver
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Principles of congestion control

congestion:

» informally: “too many sources sending too much
data too fast for network to handle

< different from flow control!
+ manifestations:
" lost packets (buffer overflow at routers)
" long delays (queueing in router buffers)
<+ a top-10 problem!
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AEEroaches towards congestion control

two broad approaches towards congestion control:

__end-end congestion _network-assisted
control: congestion control:
+ no explicit feedback <+ routers provide
from network feedback to end systems
+ congestion inferred " single bit indicating
from end-system congestion (SNA,
observed loss, delay DECDbit, TCP/IP ECN,
<+ approach taken by ATM)
TCP = explicit rate for
sender to send at
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UDP checksum

Goal: detect “errors” (e.g., flipped bits) in transmitted
segment

sender: receiver:

% treat segment contents, » compute checksum of
including header fields, received segment
as sequence of 16-bit

+ check if computed

integers
) gk - addi checksum equals checksum
> checksum: addition field value:

(one’ s complement

sum) of segment * NO - error detected

contents = YES - no error detected.
<+ sender puts checksum But maybe errors
value into UDP nonetheless? More later

checksum field
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Internet checksum: example

example: add two | 6-bit integers

6-
11100110011 00110
1101010101 O01O01O01

wr'apar'ound@IOI1101110111011

sum

1011101110111 100
checksum 0100010001 0O0O0OO011

Note: when adding numbers, a carryout from the most
significant bit needs to be added to the result
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Pipelined protocols: overview

Go-back-N:

% sender can have up to
N unacked packets in
pipeline

% receiver only sends
cumulative ack

= doesn’ t ack packet if
there’ s a gap

< sender has timer for
oldest unacked packet

= when timer expires,
retransmit all unacked
packets

Selective Repeat:

+ sender can have up to N
unack’ ed packets in
pipeline

% rcvr sends individual ack
for each packet

+ sender maintains timer
for each unacked packet

= when timer expires,
retransmit only that
unacked packet
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Go-Back-N: sender

+ k-bit seq # in pkt header
= “window” of up to N, consecutive unack’ ed pkts allowed

send_base  nhextseqgnum dlready Lsable. hof
lv i ack’ed yet sent
JIRE CLCCCTERTORITONO0ND | sopcts ) ot osce
* __ window size —%
N

« ACK(n):ACKs all pkts up to, including seq # n - “cumulative
ACK~

" may receive duplicate ACKs (see receiver)

+ timer for oldest in-flight pkt

+ timeout(n): retransmit packet n and all higher seq # pkts in
window
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GBN in action

sender window (N=4) sender receiver
O} 5678 send pkt0
) 5678 send pktl \ :
STHEL S G 7 g send pktz-\ receive pkt0, send ackO
STGEl G g send pkt3 X /oSS receive pktl, send ackl
ait
(wait) receive pkt3, discard,
oMEEE 678 rcv ack0, send pkt4 (re)send ackl
0 1pKEEF6 78 rcv ackl, send pkt5 receive pkt4, discard,

(re)send ackl
receive pkt5, discard,

(re)send ackl

ignore duplicate ACK

Pkt 2 timeout _

0 1 EEEEY6 7 8 send pkt2
0 1EEEEF 7 8 send pkt3 \ _
rcv pkt2, deliver, send ack2

0 1EEEYF6 7 8 send pkt4 _

0 1EEEF6 7 8 send pkt5 rcv pkt3, deliver, send ack3
rcv pkt4, deliver, send ack4

rcv pkt5, deliver, send ack5
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Selective repeat

+ receiver individually acknowledges all correctly
received pkts

= buffers pkts, as needed, for eventual in-order delivery
to upper layer

+ sender only resends pkts for which ACK not
received

* sender timer for each unACKed pkt

< sender window

= N consecutive seq # s
* limits seq #s of sent, unACKed pkts
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Selective repeat: sender, receiver windows

send_base  hextsegnum dlready Lsable. not
, ack’'ed yet sent
(000 RTOLTIRECEET =t e
t __ window size —4
N

(a) sender view of sequence numbers

acceptable
(buffered) but —  (\ithin window)
already ack’ed

ﬂﬂﬂﬂﬂﬂﬂﬂﬂl||||||||||||||]|]|] |ogecregaet [ o

t _ window size—#4

1 N

rcv_base

I out of order

(b) receiver view of sequence numbers
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Selective repeat

— sender
data from above:

+ if next available seq # in
window, send pkt

timeout(n):

+ resend pkt n, restart
timer

ACK(n) in [sendbase,sendbase+N]:
<+ mark pkt n as received

+ if n smallest unACKed
pkt, advance window base
to next unACKed seq #

— receiver

Pl(t nin [rcvbase, rcvbase+N-1]
+ send ACK(n)
» out-of-order: buffer

» in-order: deliver (also

deliver buffered, in-order
pkts), advance window to
next not-yet-received pkt

Pl(t nin [rcvbase-N,rcvbase-1]
» ACK(n)

otherwise:

% ignore
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Selective repeat in action

sender window (N=4) sender recelver
01 2 3 IEXHA: send pkt0
Y 5678 send pktl \
0123 N RE send Bktz-\ receive pkt0, send ack0
0123 ERE send pkt3 X Joss receive pktl, send ackl
] wait
(wait) receive pkt3, buffer,
ofEEEEs 678 rcv ack0, send pkt4 send ack3
0 1EKEE¥ 78 rcv ackl, send pkt5 receive pkt4, buffer
send ack4
_record ack3 arrived receive pkt5, buffer,
pkt 2 timeout send ack>
012 3 45 s send pkt2
0 1EREEEN6 7 8 record ack4 arrived _
O 1 ERERETS 7 8 record ack5 arrived rck\%pktzk’ dehl\(/er_ pkt2,
0 1Y 7 8 pkt3, pkt4, pkt5; send ack2

Q: what happens when ack2 arrives?
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